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AGENDA

Who is this manual for?

The Admin User Manual is for the Administrators in charge of user creation, form and site configuration,
security and global settings, templates and document management.

What does the content include?

The document comprises of all the features and the steps associated with admin privileges and how to
configure and customize the case management system.

Please note that this manual consists of all features available in integrity line while your individual solution might only contain a subset.




EQS Integrity Line - Overview

Reporter

Employee
Supplier
Client

ms’GRDUF’

Company
Compliance
Audit
HR

The system consists of two parts, a secure reporting channel for reporters and an integrated case management for case
managers to receive and handle incoming cases. Secure connections on both ends enable anonymous communication between

the parties.
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Key Components

The EQS Integrity Line consists of 2 key components:
1. Reporting Channel: The secure reporting channel, where the reporter can submit a report to the company.

2. Case Management: Integrated Case Management, where the case managers handle reports, can communicate with the
reporter and admin users can configure the system, manage users etc.

‘=

Key Components
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Admin Menu

EQSPLAYGROUND The system administration can be accessed through the top navigation

g6  CASES EXPORT  AUDIT  USERS [EAVAY(UIIFaNIIV

8 Customization

Benchmark Setup
Case message templates
Case Screening

Case tabs
Classifications
Conclusions

Countries & Languages
Custom page texks
Draft Settings

Email Case Setup

FAQ

Folder type

Folders

Global settings

PDF templates
Phonecall setup

WorkFflow Skatus

BB Form configuration

Form fields
Forms
Forms

Word Template

Global settings

Site name:

Email portal name:

Admin language (your local profile settings overwrites this):

App public language (before country/language is selected):

Instant commit:

Require 2 users to delete a case:

Require 2 users to create a user

Mark reports after (leave empty to disable)
Prevent downloading original Files

Enable 'Read More' link on frontpage

Mark audit log after (leave empty to disable)
Alert EQS Group AG, if a case has not been read after 24-48 hou

Case numbering type

bar.

Reports
* Data Export
Audit
« Audit Log
- Downtime Configuration
Users
« Change Password queue
- Folder Access Overview
* Login Recovery
* Users

- Site Configuration
- Form Configuration
* Security Settings

- Document Library
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Reports: Data Export

1. The Admin user can choose which cases the report should
contain based on date range, status, country, tabs.

2. Anencrypted and password protected zip file with all
issue information is generated when the Admin user clicks
on ‘Generate report’. When the file is ready for download,
they will receive an e-mail with download link and zip
password. An unzip program must be installed in order to
decompress the zipped file

Sample report

Data Export n
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Audit: Audit Log
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Audit log details

Date:

09/04/2021 09:55:52

Issueld:

10152

Logged in

Test Testersen

Affected user

Audit type

IssueWhistleblowerDialogueTabViewed

Action string:

Issue Whistleblower dialogue tab viewed

Extra info:

Extra info diff:

{ BACK

1. The Audit Log displays all the case activities that
have been performed on the casesin the Case
Management

A particular case can be filtered out if
required

2. Clicking on a case displays the ‘Audit Log Details’
for the specific case
3. The case manager can also download the audit
log in an excel format

Audit : Audit Logs
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Audit : Downtime Notifications

< Ifthere are any system downtime or other downtime notifications, those will be displayed here
- Downtimes will automatically be broadcast to you by EQS

Audit : Downtime Notifications n
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Users : Change Password Queue
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If @ User should forget the password to the System, he/she can request a new
temporary password on the login screen by entering the e-mail address. Now,
notifications will be sent to other Admin Users, and the request will appear under
“Change password queue” in the Menu. The new temporary password will only be sent
to the Case Manager, when the Admin User approves the request under “Change
password queue”.

Previous password reset requests are shown under “Change password queue”,
allowing Users to see when a request has been handled. Unhandled requests will not
have a “Password sent” date.

If @ User has requested a new password but has been able to log in before the
password request has been handled by other Users, a request cancellation date will be

shown.
Users : Change Password Queues
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Users : Folder Access Qverview

< This matrix is non editable and provides an overview of all the folder access privileges of all users presentin the

system
Users : Folder Access Overview
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Users : Login Recovery

« Under Login Recovery, the case manager can download the system
certificate in PDF format

«  This certificate acts as a backdoor to the system in case all users should
have forgotten their login credentials

* In this case the certificate can be utilized (one time use only) to gain
access and reset a user password. Afterwards the certificate expires.

Users : Login Recovery
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User Administration : Users

3.0n the top of the screen there is a checkbox “Active” in

orange. The Useris only able to log in on the

administrator portal, when he/she has been activated.

«  Please note that the User will not receive an e-mail
with a temporary password until he/she has been
activated.

Unread

My pending
My completed
All

+ Create new issue
Data export

3 Site configuration
EB Form configuration

2, User administration
Change password queue
Folder access overview
Login recovery

Users
&) Security settings
Audit

[ Document library
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Under ‘Users’, we can create new users, edit user
access and delete users

While creating a new user, always remember to
select the type of access that they require

Name:
Cell phone:
N Email:
>
>
>
>
>

When a new user is created, an e-mail with an auto-generated pas! sent to the user.

Choose ~ (6]

Email SMs
Choose all Choose all
Receive an alert when a new report is submitted
Receive an alert when an administrator submits a comment in the whistleblower dialogue
Receive an alert when an informant submits a comment in the whistleblower dialogue
Receive an alert when a new internal comment is submitted
Receive an alert when a new casework comment is submitted
Receive an alert when a new downtime notification is available.
Receive an alert when an issue is sek for deletion (Requires 2 users to delete an issue)
Receive an alert when a new administrator is created and waiting for approval (Requires 2 users to
create new administrator)
Receive alerts while a new urgent case is unread.
Receive alerts when a issue is assigned a folder you have access to.
Receive alerts when a user requests a new password.

0000 oooooooo
0000 oooooooo

Receive alerts when data on a custom tab is changed.

User Admin : Users
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User Administration: Page Access

- By defining the page access for a user, they can be classified as a
Case Manager or an Admin user (e.g., Access to security settings is only

granted to Admin users)
« Page access for case managers can also be customized under ‘Users = Access under Specific Case Managers name’

- The case managers are either provided with “No Access” or “Read + Write” access

User Admin : Users
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User Administration: Permission «

Allow access to all reports from the following Folders. IModerators always have access to reports that they are responsible to.

B Choose all

Compliance Case
Chairman of the Board +
B EthicsLine +
B External Lawyer +
Group Ethics Committee +
Regional EC - AME +
B Regional EC-CHI +
B Regional EC - MED +
B Regional EC - NCE +

1. Each case manager can be provided access to a
h particular folder. Anonymization privileges can also be

set for the case managers

Anonymization settings

[Jview only anonymized issues

B Can anonymize issues

< BACK SAVE

Permissions: Can send issues to done and change conclusion

B Can comment issues

2. Inasimilar way, permissions can be set for Case
Managers. This involves changing case status, comment
changing a responsible case manager, deleting cases etc.

Can change responsible, folder access and classification

B Can delete issues

[ Privileges locked (cannot change user settings and page access for yourself)
& Can set workflow status

Override Folder access @

Can export Issue as Excel
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Customization: Case Message Templates(1) «

1
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«  The Admin user can create
custom templates that can be
used while concluding a case

1. Click on ‘Case Message
Templates' and add a new

custom template

2. There are 2 types of templates

that can be set:
|. Message to reporter
. Email to Admin

After the required template has been added to the case
message, the Case Manager can click on ‘Move to Done’
inside the Case

The Case Manager can choose the necessary details and
choose to send an email about the case to another Case
Manager or even to the reporter

Customization : Case Message template




EQS Integrity Line User Manual

ENS...-

Customization: Case Message Templates (2)

CORRESPONDENCE

&2 By the administrator
6/16/2021 8:23:57 AM

Hi Reporter,

Case ID : 6WVHU-CFC7

Regards,
Praseetha

Home

CASE

The case has been sent to the Police Department.

Privacy policy Secure posthox Settings

DETAILS

pr.

BE nglish (US)

1. The reporter can view the message sent by the case manager
under ‘Secure Inbox'.

2. The email sent by the Case manager to other case managers is
shown below

@@
®

Customization : Case Message Templates 16
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Customization: (ase Screening

« All cases will be placed in the default folder. However, the system can be configured to scan Issues for certain keywords and
place issues containing such keywords in an alternative fallback folder.
< (Case screening can be enabled under ‘Customization’ where keywords and a fallback folder can be defined.

Customization : Case Message Templates
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Customization: Case Tabs (1)

1. Issue Tabs help in setting up new tabs as per the
requirement of the Admin User. Click on ‘Add New’
under Issue Tabs

2. Enter the name of the new tab

3. The new tab is displayed. This can be edited or
deleted as per the need

4. Click on ‘Fields’ to add new types of fields to the Case

Tabs
Customization: Case Tabs
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Customization: Case Tabs (2)
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5. The newly created Case Tab is visible in
Case Management

6. Clickon Test A'. The selected Case Tab
field is displayed

Customization: Case Tabs
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Customization: Classifications

EQSPLAYGROUND

CASES  EXPORT  AUDIT  USERS [REINDIIFRDI
% Customization > - R
Manage classifications
Benchmark Setup

Case message templates

NAME «
Case Screening

Case tabs Commerce international

G TS Conflit d'intéréts

Conclusions

Countries & Languages Corruption

Cu=tomlpageliexts Droit de la concurrence

Draft Settings
Email Case Setup Fraude
AR Harcélement et discrimination

Folder type
IWalversations financiéres

HE 8 &8 R
o0 ofag oo o0 oalold

Folders

Clobal settings Other breaches of the cade of conduct

PDF templates

Protection of personal data

Phonecall setup

WorkFlow Status Rights and protection of individuals
B Form configuration > Sécurité alimentaire

REmDi ik Serious environmental damage

Forms

Forms Number of results: 12

Word Template

1. The Admin user can Add/Edit/Delete different classifications relating to the type of the reports
2. The classifications will then be available for the case managers to be used in the ‘Classification’ section in the side

bar of a case
Customization : Classifications
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Customization: Conclusions

1. The Admin user can add/edit/delete the Conclusions that will then be available in the “Move To Done” segment
on the Case Management System
2. "“Conclusions” are used to organize information and refer to the result of the investigation process based on a

standardized catalogue
Customization: Conclusions
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Customization: Countries & Languages

The following actions are available:

“Edit” lets you edit the country name and pop-up texts

« "Visible to public” lets you decide whether the country will be visible
to the reporter on the reporting portal

« Click "Remove” to delete a country

« Click “Add new country” below the country list to add a new country

+ Click "Add/remove languages” to customize which languages will be
available to the reporter for any country

ENS...-

The page displays a list of already active
countries and languages and whether they are
visible to the reporter on the frontend

“Languages” lets you select what languages to
make available to the reporter

Customization: Countries & Languages



EQS Integrity Line User Manual

Customization: Custom Page Texts

1

ENS...-

The custom page texts list contains a list of all the system
texts. Select what language to show in the custom page
texts list using the dropdown list at the top of the page.
Clicking on “Start Edit Mode” takes you to the reporting
channel where it is possible to navigate through all pages
and edit any text by right-clicking it.

Customization: Custom Page Texts
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Customization: Draft Settings(1)

If Draft is enabled in the system, Case Managers have an option to

create new manual reports. If a case has been created through the

draft-feature, it means that the Case has not been finalized yet and

can still be edited

2. Clicking on ‘Create new Issue’ on the Cases tab shows the draft
feature if it was enabled on the platform

3. Clicking on ‘Send’ directly creates a case without the option to

choose a correspondence

ENTERPRISEDEMO

Draft

4
Unread 0
My pending 2

1

My completed
All 134

Email Cases. 0

4+ Create new issue

Create new issue

ENS...-

«  The Draft feature:
- Enables a correspondence through
the Secure Inbox for a manual case
- Allows the case manager to create
drafts of the cases before it is
finalized

CREATE DRAFT SEND

Please notice that there is no validation on mandatory fields, when a case is submitted by an Admin.

Countries: ‘ UK

Select language: ‘ English (UK)

Wihat is your suspicion?

Do you werk in the organisation?

In which company did the incident take place?

Please give the name of the affected department:

v

v

MMy manager took a bribe.

Test Org.

HR

Customization : Draft Settings




Customization: Draft Settings (2)

2.

v~ Compliance Case:2021-93
==

& Print

l WORKFLOW STATUS: (8 ” FINALIZE DRAFT H SAVE DRAFT CHANGES ]

What is this?

The Case has been created through the draft-feature. This means that this Case has not been finalized yet, and it can still be changed befare you finalize it
You can also enable correspondence For the reporter, which means that they can log in and follow the case even after it has been finalized here. Should you chaose to enable a carresponden
case, you are given a Case ID and one-time password. Both should be given to the reporter. The first time the reporter signs in, they will be asked to create a permanent pin code.

Whatis your suspicion? My manager took a bribe.

Change log

Correspondence not enabled - click
button below to enable it

Created by admin user

Praseetha
(praseetha.thamarasseril@egs.com)

ENABLE CORRESPOMDENCE

ENS...-

The Case Manager can also enable
correspondence (create a secure post box) for
the reporter to establish a secure channel
between the reporter and the case manager
for anonymous communication by a reporter

If correspondence has been enabled ¢ Compliance (ase:2021-93

[QJ Print

for a case, the case manager is given a '

Case ID a nd One'time pa SSWO rd Both I WORKFLOW STATUS: (8 “ FINALIZE DRAFT H SAVE DRAFTCHANCES]

H A WE Caseld
should be given to the reporter. The Whats this? e
The Case has been created through the draft-feature. This means that this Case has not been finalized yet, and it can still be changed before you finalize it. One time password

Fi rs t ti m e th e re po rte r S i g n S i n , th ey Wi ll You can also enable correspondence for the reporter, which means that they can log in and follow the case even after it has been finalized here. Should you choose to enable a WBCY-CFCS-372553

case, you are given a Case D and one-time password. Both should be given te the reporter. The firsk time the reporter signs in, they will be asked to create a permanent pin code

be asked to change their password.

Created by admin user
Praseetha
(praseetha.thamarasseril@eqs.com)
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Customization: Email Case Setup

sl PP - ‘Email Case Setup’ feature allows the Admin
£ S BT AT B users to setup an email address to which the
reporter can write emails to
et «  Customized email templates can be setup for

Case Screening To set up an email address that a reporter can write an email to, you must fill out all the following fields.
Case tabs

o each country/language
Conclusions @ | Noemazil domains have been set up v

| « Assoonasanincidentis sent to the specific

e email ID, an automatic reply will be generated
Country: . . |:.) y . g
| v to the reporter including instruction on how

Folders

@ Customization >

Add new Email Case Setup

Draft Settings Portugese (BR) o

Choose the form the message will be assigned to:

i Y to set up the secure inbox

Global settings

PDF templates

Phonecall setup Auto confirm Cases (NOTE - REPORTER WILL NOT BE ABLE TO FOLLOW CASE IF THIS OPTION IS CHECKED) @
WorkFlow Status (] Auteo confirm
B Form configuration >
Form fields The subject and message that is defined in the following fields will be sent to the reporter in an email as an automatic response when they have sent an
email to the address defined above.
Forms
Forms . . . i
Confirmation email subject:
Word Template

Fokk PLEASE CHANGE THIS TEXT #ksx &3
&) Security settings >
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Customization: Folder Type & Folders

« Folder Type is the Parent folder to which subsequent
folders can be assigned

«  The primary functionality of folders is to control
access to cases. It can be set up in numerous ways.
What determines the folder setup is the way you as a
company process cases in the system

* You cannot delete a folder that is in use. That means
that if a case has been assigned to a folder, then that
folder cannot be deleted in the system and if an
admin-user has access to a folder, the same applies.
Then you must either change the name of the folder
instead of deleting it or remove the access to the
fFolder for all users and remove access to it from all
cases before deleting it

Customization: Folder Type & Folders
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Customization: Folders

@ Folders

Incoming reports are assigned to a folder. The permissions
of case managers are based on these folders allowing them
to access only cases on which they have been granted
permission rights to.

Example: If your system has two folders “Compliance” and
“HR", a case manager with permissions only for “Compliance”
would not be able to see reports put into the folder “HR".

4
T
o)

o — [

r
|
/|‘:I
|
\:

[

o
©

Compliance

Each report is automatically assigned to a default folder
after submission. The default folder is defined within the

1. New folders can be created by clicking on “Add New"” which will mobile form.

then be available in the Case Management
2. Existing Folders can be edited or deleted

Customization: Folders




Customization: Global Settings

EQSPLAYGROUND

B5  CASES EXPORT  AUDIT  USERS REINUEIVENII

B Ccustomization

Benchmark Setup
Case message templates
Case Screening

Case tabs
Classifications
Conclusiens

Countries & Languages
Custom page texts
Draft Settings

Email Case Setup

FAQ

Folder type

Folders

PDF templates
Phonecall setup

Workflow Status

B Form configuration
Form fields
Forms
Forms

Word Template

B Security settings
Block IP

Global settings

Site name:

Email portal name:

Admin language (your local profile settings overwrites this):

App public language (before country/language is selected):

Instant commit:

Require 2 users to delete a case:

Require 2 users to create a user

Mark reports after (leave empty to disable)
Prevent downloading original files

Enable 'Read More' link on frontpage

Mark audit log after (leave empty to disable)

eqgsplayground

|
| EQS Group
| English -
| English =
O
O
100 days
O
O
| 100 days

Alert EQS Group AG, if a case has not been read after 24-48 hours

Case numbering type

Hide from search engines

| Year Case number =

ms’GRDUF’

Global Settings helps in customizing the rules
for the Reporting Page and the Case
Management such as requiring 2 users to
delete or create an issue, prevent downloading
files, enable/disable the reporter following the
case etc.
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Global Settings (1)
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Global settings

Site name:

Email portal name:

| EDS Intearity Line
| EQS Integrity Line

Admin language: | English -

App public language (before country/language is selected): | English -
Instank commit:

Require 2 users to delete a case: O

Require 2 users to create a user O

Mark reports after (leave empty to disable) 100 days I
Prevent downloading original Files ]

Enable 'Read More' link on frontpage O

IMark audit log after (leave empty to disable) | 100 days I

Alert EQS Group AG, if a case has not been read after 24-48 hours

Case numbering type

| ‘Year Case number

«  The Case Managers can choose the time frame within which the reports or audit logs will be marked

« In this case, since 100 days is chosen under the audit log selection, all audit log entries that have exceeded 100 days are

highlighted in red

Mark reports and Audit log




Global Settings (2)

Global settings

Site name:

Email portal name:

Admin language:

App public language (before country/language is selected):

Instant commit:

| EQSIntegrity Line
| EQS Integrity Line

| English

| English

Require 2 users to delete a case:

Require 2 users to create a user

IMark reports after (leave empty to disable)
Prevent downloading original files

Enable 'Read More' link on frontpage

IMark audit log after (leave empty to disable)

Alert EQS Group AG, if a case has not been read after 24-48 hours

Case numbering type

| 100

| ‘Year Case number

days

days
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3d%3dBLOCKED

Ly
Case 1D:2021-120
Login here:BLOCKEDadmin-
bestpractice[ Jintegrityline[.Jcom/admin/Login/Login[. Jaspx?
ReturnUri=LOFkbWIuLOlzc3VIVmIld2VyLOVkaXQuYXNweD9JZD0xMDE3Ng%

Message from the EQS Integrity Line portal
regarding the Case with Case |ID: 2021-120

a case has been requested deleted. Please log in to complete the deletion.

AN

- 2 usersto delete acase:

< BACK

Delete Case requested by Praseetha (praseetha.thamarasseril@egs.com) l DELETE ISSUE l l REQUEST TRANSLATION l

1. When the Case Manager wants to delete a case, the second level request is sent to all Case Managers via email

2. The second Case Manager has to click on “Delete Issue” to confirm deletion of the case

« 2 usersto create a user : This request enables the need of 2 Admin users to approve a new user creation request
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Customization: PDF Templates

PDF Templates can be customized to generate PDF

reports from the Case Management page. Choose the

necessary fields that are required to be present on the

PDF and provide a name to the template

The new template is displayed under ‘Generate PDF' in

the Case Management page Customization: PDF Templates




Reminders & Alerts
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The ‘Reminders & Alerts’ feature allows setting up email reminders for cases. Email reminders can be triggered any defined number
of days after a case has been created. To make the module available on your system, permissions need to be assigned to any user

allowed to configure the reminders.

1. In ‘Users’, click on ‘Access’ for a specific Case Page access for Test Testersen
Manager s Na accass
2. Ensure that the Case Manager is provided ‘Read it tog (cucit Chozea“
+ Write access’ to ‘Reminders and Alerts Cases o
(CU stomizatio n) ! Change password queus (User administration) 0
Classifications {Customization ) )
Conclusions (Customization ) O
Countries & Languages {Customization ) 0)
Create new case e

Page access

Password settings (Security settings)
Public access (Security settings)
PwW# Configuration (Customization )

Reminders and Alerts (Customization }

O @ O O O [0

Users (User administration)

Read+write access

Choose all

®

(O OF JON OF MORO)

3
o[5]e @ o e

You might see slightly different user rights from

Conc

those displayed here
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Create a new Reminder

1. Under the ‘Customization’ tab, click on Q
‘Reminders and Alerts’

2. Click on ‘Add New' to create a new Reminder

3. Configure your customized reminder (details
on next slide)

(i) Repeat the same process to create multiple
reminders. While there is no limit on how many
reminders can be active at the same time, make

sure not to create too many reminders for all
case managers.




Configure Reminder and Alerts

EQS

Details that need to be configured:

ms’GRDUF’

L

Folders

Forms

Forms

BlockIP

T .

Case 5creening

Classifications

Countries & Languages

Email Case Setup
Folder type

PDF templates

Workflow Status

BB Form configuration >

word Template

& Security settings >

B CASES EXPORT AUDIT USERS [REINOLIRZNIOL

© Customization >
App FAQ texks

Caze message templates

Add new Reminders and Alerts

Reminder name:

Case tabs

| Investigation Status

Conclusions

Email recipients

Custom page texts

Draft Settings

Assigned case managers (D
All case managers

Custom email recipents

Global settings

Phonecall setup
PW Configuration

Reminde

Reminder criterias

rs and Alerts

Scheduled Reports | 5

Select available Forms by

counkry .
Subject

| Reminder about case

Form fields

Message:

Form Foundation

Case number Link to issue

[LinkTolssue]

Data retention

IP access

Oauth endpoints
Password settings

Public access

praseetha. .com

This is a reminder about case [CaseMNumber].

Tt

pt@gmail.com

Days after a case has been created h

+ 1t

| < BACK | | SAVE |

1.
2.

Reminder name
Email recipients

a. Assigned/responsible case managers: If no
responsible case manager is defined, this criteria
will send reminders to all case managers with
access to the case.

b. All case managers with access to the case
c. Custom email recipients

Reminder criteria: configure how many days after a case
was created the reminder will be triggered. In this case,
the reminder for the case is sent once the case is 5 days
old. The age of a case is checked everyday at midnight
and the reminder delivered shortly after.

Subject of the email

Content of the email
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¥ GROUP

Email Reminder Received by (ase Managers

Recipients receive the email reminder 5 days after the case was created

» . While subject, recipients and email content can be defined freely, the design and
sender email address cannot be changed

Recipients can click on the link to view the case in the case management

| ©]
= Dnaft 3 7r Case: 605
i= Unread 154
i= My pending 1 ﬂ ACTIVITY LOG  CASENOTES (1)  INTERNAL COMMUNICATIONS (0) SECURE INBOX (0) FORENSIC
= My completed 0
= Al 440

All 440

Pending 264

‘ Completad 22
‘What is your suspicion?

i=  Email Cases 0 I saw my manager accept a bribe.

+ Create new case

Do you wark in the organisation? |y95

In which company did the incident take place? | Saturn

Please give the name of the affected department: | Engineering

Email Reminder Received by Case Manager
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Notes and Recommendations

While you can freely decide how to configure reminders and how many to use, this module was created specifically to make it easier to
comply with some requirements of the EU directive. Therefore, we recommend to set up at least the following two reminders:

« After less than 7 days (4 recommended): to comply with the 7 days timeframe for providing an acknowledgement of the received case
to the reporter.

«  After less than 90 days (80 recommended): to comply with the 90 days timeframe for providing the reporter with the status of the
investigation.

36 hours

A
\ 4

Technical note: the system checks for the age of a case every

day at midnight CET, p, 6hours |
Example of a reminder which was set to be triggered 1 day %

after a case was created on the right. 18:00 Dec 15t 00:01 Dec 2nd 00:01 Dec 31
Case received System check at System check at
midnight: midnight:
reminder not triggered, reminder triggered,
age of case < 24h age of case > 24h
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Customization: Workflow Status

2. Enter a new name for the status

3. Under a specific case, click on the gearicon
and select the required status

4. The selected status is displayed under
‘Workflow Status’

ENS...-

Workflow statues can be created to specify the current
status of a case that is being worked upon by a Case
Manager. Click on ‘Add New' to create a new Workflow

status

Responsible Case Manager

Test Tesktersen

Classification I
WorkFlow Status &
Delayed

Customization: Workflow status
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Form Configuration: Forms (1)

1. Mobile Forms help in the creation of
the Reporting Page fields and boxes
(dropdown, comment box etc.)

EQS INTEGRITY LINE

B8 (ASE AUDIT ~ USERS M3

@ site configuration >
it Mobile Form designer

Conclusions

Language
English (UK) (EN)

Countries & Languages

(F::lsdt:: pras et e Standard Mobileform
Global settings Te T o
B Form configuration > Go ta reporting|t:269

Iobile forms Vs
2. The Reporting Page can be customized |5 scriysetings >

Data retention
as required through the form designer. P

P access s —— §z
New forms can be added, and existing ones |0 oecmentioary > L . .

Document manager
can be m Od i Fi e d O r d e le te d Pocaments User selected folder ) Let the user select which folder the Case should be sent to

Require contact information ) Require contact information
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Form Configuration : Mobile Forms (2)

ENS...-

Form controls

=)

The controls below will be shown on separate pages in the app when the user clicks on the form.
Click on "add new control" to add additional controls to the form.

Label ‘What is your suspicion?

Control Control is of type Multiline textbox

ADD NEW CONTROL

Unique name [ suspicion
Required Regquired
Label Do you work in the organisation?
Control Control is of type Dropdown Li
[ EDIT DROPDOWN VALUES ] i
Unique name | organtEation
Required ['] Required

» { SAVE AND PUBLISH } { SAVE }

1. Mobile forms can be created/edited under ‘Form controls’.

New controls can be added along with selecting the type of

control, adding a question, the visibility etc.

clicking “Save and Publish”

The final form gets displayed in the Reporting Page after

Note: the form will be edited for the selected language only

Form Config. : Mobile Forms
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Security Settings: Whitelist and Block IP Addresses

EQSPLAYGROUND

CASES  EXPORT ~ AUDIT  USERS QAUNJULIPEAIOVY

Add new Access control to Backend

& Customization

B Form configuration

£ Security settings v . L .
. Write the IP address to allow access. IP address is written as x.x.x.x . Input netmask if an [P range needs to be allowed.
oc For example 87.12.65.1 with netmask 24 allows access to (Backend) admin pages from all IP addresses in the range 87.12.65.1 - 87.12.65.254.
Data retention Your current IP is: 49.37.190.214
OAuth endpoints IPRange a.b.cd-abcd | KKK - XA XK

Password settings

Or
Public access
IP address |
[ Document library XXXX
Netmask (optional) |

Note |

{BACK | | SAVE

For additional access control you can whitelist or block certain IP address (ranges)
1. Enter the IP address to allow certain IP addresses to access the system
2. Any specific IP addresses can be blocked by entering the details of the IP along with an addition note in the Block IP page
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Security Settings : Data Retention

- Data Retention section helps in configuring automated deletion of reports if required in accordance with the
number of days mentioned
« Thisis optional - Reports and logs are permanently deleted after the indicated number of days

Security Settings : Data Retention




Security Settings : Password Settings

EQSPLAYGROUND
CASES  EXPORT  AUDIT  USERS |REINIEIFANIIO)]
@ Customizati > .
vetomizetion Password settings
BB Form configuration >
B Security settings s
Block IP Admin

Minimum password length: 8

Password must contain: Password must contain capital and lower case letters

[ Document library > Password must contain digit
Password must contain special characters
Password expiration days: ‘ 180
Cannot reuse password for number of generations: ‘

Temporary password expiration days:

Use default expiration days ‘ 14

Brute Force protection
The brute force protection settings applies on the admin portal (Backend) AND the reporting portal (Frontend).

Number of failed login requests: ‘ 10

Block in minutes after number of failed logins: ‘ g

ms’GRDUF’

Here we can define the password requirements to
the password complexity :
- Users logging in to the administrator portal
- Reporters logging in to their secure inbox
The password complexity requirements will be

shown on the reporting form where the reporter
is asked to create a password to the secure inbox.

For the Case Management portal, the following can
also be configured:
- The number of days in which the password will
expire, and a password change is required
«  The number of days temporary passwords will
be valid
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Security Settings : Public Access

»  Here we can enable/disable password protection on the Reporting Channel by checking/unchecking the checkbox.
*  You can define a custom password that will restrict access to the website
Security Settings : Public User Access Settings
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Document Library : Document Manager

- Admins can upload files (e.g., templates) which can be used by the Case Managers for various purposes
«  When documents are uploaded into the case management system, a public link will be automatically created.
This allows you to link to this document (e.g., to the Reporting Page)
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Document Library : Documents

ENS...-

Case Managers can download the
documents (by clicking on Download)
and use it as per the requirement for the relevant case (e.g., case investigation)

Document Library : Documents




Thank You
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Follow us:

in ¥ f & O
WWW.eqs.com

blog.egs.com
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